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Don't Let Skimmers Drive a
Wedge Into Your Business

BY MELANIE 6. SHYDIR

restaugant, Susan hands bere credit casd to the wait-

ress, who takes it to the credit cand terminal and
swipes it through —— standard restaurant procedure. What |
happens next isn’t. The waitress swipes Susan's card
again, this ime through a pagersizad device in ber pocket
called a “wedge,” stealing data from the cand’s magnetic
strip, The waitress daydreams about how she'll sperd the
hundreds of dollars she'll be paid For the credit eard data
she “skims™ from dozens of custonters duning tonight's
shift, After work, she’ll tansmit the data to counterfeilers
and get her biggest “1ip” of the evening. Within hours,
criminals will use the skimmed data to charge thousands
of dollars worth of purchases, Susan and other restaurant
“ customers won't realize what's happened until their
monthly credit card staements aive.

Could this scenario happen in your restaurant” How
could it affcct your business? How would you know if
your employees arc involved? Mest importantly, how c;u*
you prevent it?

“Business owners can be faced with both ¢ivil prose-
cution and, in cases of ownper complicity, criminal
prosecution.” says Ross Federgreen, credit card security
expert and executive vice president. CSRSL a payment
systems consnlting company based in Florida. The Secret
Service's Financial Crimes Division is workmng with
credit cand companics o find amnd investigate basinesses
where skimming has occurred, Merchant services banks |
regularly terminate accounts with businesses that have
had problems with skimming.

Damage 1o the seputation of a business under investiga-
tion for skimming can be devastating. Just ask Yang Chen,
owner of a small Chinese restaurant in the Midwest. Police
seized Chen's business reconds andd interrogated employees
after recciving complaints about unauthorized ceedit cand
charges from nearly 60 local ressdents — all of whaosm had
recently eaten a1 Chen's restanrant and paid by credit cand.
Local media reported the investigation, and Chien suffered
an immediate, sharp decline in business, which took rearly
aNvear 1o recover,

J Federal authositics estimate that sKimming now accounts
{

1
wan and Tom gust linished dinner at their favorite ‘
|

for nearly 20 percenmt of all credit card fraud. costing U.S.
Y I ['4

businesses $1.2 hillion annually. Technology has made
skimming casier, as wedges can now be made small
enough to hide n @ pocket. under a shirt, inside a hem or
on a belt,

If an employee takes longer than usual 0 process
credit card transactions; disappears, even briefly, when
processing credit cands: fumbles in pockets or “drops™
things while handling credit cands: or asks patrons to pro-
vide a dilferent credit card Tor pavment, chaming the First
one didn’t go through, he or she may be skimming.,

Jonathan Cherry, spokesman for the Secret Ser-
vice. recommends that business owners monitor
cmployee behavior for such warning signs and look
for small devices that may be wedges. IF you suspect
an employee is skimming, repost it to local police
mmmediately. Don't confront the employee yourselr.
Users can press a "Kill™ button on the wedge to crase
captured duta instantly, removing all evidence of
their crime,

Preventing Skimming
Federgreen says that the best defense against skimming

is i pood offense, including these measunes:

v Conduct thorough pre-employment background checks.

v Adopl a clear, written zeco-1olerance policy on skim-
ming and other cradit cand fraud, with Consaquenes
clearly articulaned,

v Require all employees 1o read and sign the policy, ac-
knowledging than they understand and agree to abicke by
i Place the signed copy in e cmployee’s personeel file,

v Ask your merchant services bank for information you
can use to trin employees

v Educate supervisory stafl and ask them to be on the
alert for suspicions aclivity.

v Allow customers 1o pay at the register or inviest
in portable credit cand terminals that can be used
table-side.

v Advise your bank and your customers of sieps you've
taken 1o minimize e fsk of sKimming in your business.
With awnreness and sound business praclices, you can

make sure credit cand skimming docin’t drive a wedge into

your business. RS&6
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